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HAMATKA J1JIA KIMEHTOB 110 3AIIIMTE UH®OPMALIHN

1. PekomeH()auuu no_sawiume unqbopmauuu om__8030¢eliCmeEus npocpammHsvlx KOOO@, 6 Uueiix

npomueodeﬁcmeuﬂ HE3AKOHHbIM (bMHaHCOSbIM onepayuim. Haubonee XapaKmepHbvle 6HEUWHUE NPOABIIEHUA

BUPYCO8 U NOPAOOK Oelcm8ull 8 cydae 0OHAPYHCEeHUs. UDYCOS.

1.1. Bupyc npencrasisier coboil mporpamMmy, KOTopas paspyliaeT MHPOpMAlMi0 Ha MarHUTHBIX
HOCHUTEJSAX WK HapymaeT padory [I9BM, a takke o61anaer criocoOHOCTHIO K Pa3MHOXKEHHUIO, T.€. BUPYC
MOXET CaMOCTOSITEIbHO BHEAPATHCS B JAPYTHE MPOTPaMMBI, MEPEHOCHTh ceOs Ha IHCKH W JIUCKETHI,

IIepPEeNABATHCs MO JOKAIbHOW KOMIIBIOTEPHOM CETH.

MooicHo ebl0eiumb HeCckoIbKo 8U008 8o3z0elicmeaus supycos Ha I1IDBM:

-BHPYCHI Pa3pyIIUTEIHHOTO ICHCTBHUS;
-BUPYCHI, 3ameyisroniue padory [I19BM;
-BUPYCBI PEKJIAMHOI'O XapaKTepa; - BUPYCHI-IIYyTKH.

Camvle onachbvle BUPYCblL - MO _B8UPYCbl pA3PYUUMETbHO2O Oeticmeusi. Haubonee XapakmepHbvle

6HEUIHUE NpoA6IEeRUsA 6UPYCO6 3Mo2o euoa.

-HETUNUYHAas paboTa Mporpamm;

-TIOSIBJICHHE HA DKPaHe JUCILIes: CBETOBBIX IMATEH, YEPHBIX 00JaCTel WM CUMBOJIOB, HE 3aIJIAHUPOBAHHBIX
pabounMu IporpamMMaMu;

-CaMOITPOU3BOJIbHAS Tepe3arpy3Ka OnepaluoOHHON CHCTEMBI;

-3aBUCaHUE KOMIIBIOTEPA;

-TIOSIBJICHUE HEUCIIPABHBIX YYaCTKOB (KJIacTepoB) Ha "BuHUECTEpE";

-HEOXKUJaHHBIE AeMCTBUS pabounx mporpamm (He IpeayCMOTPEeHHbIE JOKYMEHTAINEH Ha IPOrPaMMBI);

-MCKaXCHUS JaHHBIX B 00pabaThiBaeMbIxX (aiiiax.



1.2.  Bupycsl, 3amemistoniie padory [I9BM, npossistor ceds Tem, uro paboTta mporeccopa

3amemisiercs B 30-40 pas.

1.3.  Bupycsl pekiiaMHOTO XapaKTepa U BUPYCHI-IITYTKH XOTs U He OpTAT nHpopmaruio B [IDBM,
OJTHAKO 3aMEJISAIOT PadOTy WM HaBS3bIBAIOT IOJIH30BATENIO HEHYKHbIE TUAJIOTH, YTO TaKXKe 3aMeJJIsieT

BECh IIPOLIECC PEIICHUS 3aJa4uu.

1.4. HexoTopble BUPYCHI IPOSIBISIOT c€0sl BHEIIIHE TEM, YTO U3MEHSIOT JaTy U BpeMs CO3TaHuUs
¢aiina, x0T BHyTPEHHHE U3MEHEHUS] MOTYT OBITh M pa3pyLIUTEIbHBIMH.

1.5.  IIpu BO3HMKHOBEHHH OJIO3PEHHS HA HAJTMUUE KOMITBIOTEPHOTO BUPYCa HEOOXOIUMO
IIPOBECTH BHEOUEPEAHOW aHTUBUPYCHBIN KOHTPOJIb.

1.6. B cinydae oOHapyXeHUs NPH POBEACHUU AHTUBUPYCHOM MTPOBEPKH 3apa’keHHBIX BUPYCAMHU
Gaitnos:
-IPHOCTAaHOBUTH paboTy;
-[IPOBECTH JICUECHHE WM YHUUITOKEHHUE 3aPAXKEHHBIX (PailyIoB; - 0OPaTUTHCS K CIIELUATUCTAM.

2. B mensx mpemoTBpaiieHus HeCAaHKIIMOHUPOBAHHOTO JIOCTYIIA K 3alUIIIaeMOi HH(POPMAIIHH, B
TOM YHCJIE IIPU yTpaTe (I0Tepe, XUILEHNH) KIMEHTOM yCTPOMCTBA, C UCIIOJIb30BAHUEM KOTOPOTO UM
COBEpIIAJIUCH ACUCTBUA B LEISIX OCYLIECTBICHUS (prHAHCOBOM omnepaiuu, OOIIecTBO PEKOMEH IYET:

2.1  OrpaHuuuTh AOCTYN TPETHUX JIMI K YCTPOHCTBY, B TOM UHUCIIE:
- HE OCTaBJIATh YCTPOMCTBO O€3 IPUCMOTDA;
- He IepeaaBaTh yCTPOMCTBO TPETHUM JIMIIAM.

2.2 OrpaHu4uTh JOCTYN TPETHUX JHIl K UH(POPMALIUK O MAPOJISIX U JIOTUHAX, UCTIONb3YEMbIX TS
BX0JIa B MH(OPMAIIMOHHBIE PECYPChI, B TOM YHCIIE:

HCIIOJIB30BAaTh IapoOJIk, COCTABJICHHBIC HC MCHEC UEM U3 8 CHMBOJIOB;,

- HCIIOJIb30BaTh NapOJH, B KOTOPBIX OJJHOBPEMEHHO COJepKaTCs OYKBBI pa3IHYHOTO
perucrtpa, uudpsl 1 CUMBOJIBL;

- WCIOJIb30BaTh Pa3HbIC MAPOJIU ¥ JIOTHHBI [T BXOJa B pa3Hbie HH()OPMaIIHOHHbBIE
pecypchl;

- XPaHUTDb JIOTUHBI U IIAPOJIA B TalHE OT TPCTHUX JIUIL;

- HE 3alIMCbIBATh M HC XPaHUTH JIOTUHBI U MAapOJIr JJId BXO4a B I/IH(I)OpMaHI/IOHHI)Ie PECYPCHI
Ha 6yMa)KHOM HOCHUTCIIC, K KOTOPBIM BO3MOXKCH NJOCTYII TPECTbUX JIUIL;

- HE HUCTOIh30BaTh QYHKIIMIO 3aTIOMUHAHUS JIOTHHA U TIAPOJIsl IPY BXOE B
nH(GOPMAIIMOHHBIHN pecypc;



- HE UCTOJb30BaTh B KaYeCTBE MapoJsi IMEHA, TaMITHBIE 1aThl, HOMEpa Tele(OHOB U
IPyTYI0 MOA00HYI0 HH(POPMAITHIO, KOTOPasi MOXKET OBITh TTOJyYeHA MW yrajaHa
TPETHUMHU JTUIIAMHU.

2.3 CoOnronath pexuM KOH(PUIEHIMATbHOCTH B OTHOILIEHUY 3alMIaeMoi HH(OpMauu B
MH()OPMALIMOHHO-TEIEKOMMYHHKAIMOHHOH ceTn «IHTepHeT», B TOM 4HcIIe:

OTrpaHUYMBATh IOCTYN pecypcaM B MH(POPMAITMOHHO-TEJIEKOMMYHHUKAIITMOHHON CETH
«nTepuer K ycrporictBy Kimenra;

- HCIONB30BaTh TOJHKO HAJEKHBIE MTOPTAIBI I MH()OPMAITMOHHOTO OOMEHA B
MH(OPMAITMOHHO-TETIEKOMMYHHUKAIIMOHHOM ceTu «IHTepHEeTY;

- IPOBEPSATH aIPEC IEKTPOHHOM MOUTHI OTIIPABUTEIS MIEPE] IPOCMOTPOM COOOIICHHUS;
- BHHUMATEJIBHO IIPOBEPATH M aHAIM3UPOBATh CChUIKM HA MH(POPMALIMOHHBIE PECYPCHI;

- HC OTKPBLIBATh COO6IJ_I€HI/I$I " BJIOXKCHUA K HUM, ITOJTYYCHHBIC 110 3JICKTpOHHOI71 Io4TeC OT
HCEHU3BCCTHBIX OTHpaBHTeHeﬁ;

- HC INCPCXOAUTH MO AKTUBHBIM CCBLJIKAM, MMOJTYYCHHBIM I10 BHCKTpOHHOﬁ Io4yTe OT
HEU3BECTHBIX OTHpaBHTeHeﬁ;

- TIporpaMmMam, CKauuBaeMbIM M3 HH()OPMAIIMOHHO-TEICKOMMYHHUKALIMOHHOM CETH
«MHTepHeT», HE pa3pelaTh JOCTYI K U3UIIHEH HH(pOpMaIuy;

- TP HaXOXKJEHUU B OOIIECTBEHHBIX MECTaX U MECTax CKOIUICHUS JIFOIEH, paconararh
9KpaH yCTPOMCTBA TAKUM 00pa30M, YTOOBI HCKITIOYAIaCh BO3MOXKHOCTh IPOCMOTpa
oTtoOpakaeMoil Ha HeM MH(pOpPMAIIHH TOCTOPOHHUMU JIMIIAMU;

- TIpY IPUMEHEHUH BHEUTHUX HOCUTENEH nH(popManuu nepe HadajaoM padoThl IPOBECTH
UX IIPOBEPKY HA MPEIMET HAJIMYUS BUPYCOB;

- HE OTKJII0YaTh CPEJCTBA AaHTUBUPYCHOH 3aIIUTHI HHPOPMAIUH;

- He MOAKJIHYAThCS K MyOIUIHbIM OecripoBOIHBIM ceTsM Wi-Fi. He3aluIeHHbIM
OeCIPOBOAHBIM CETSIM.

2.4. B cayuae yTparsl (IOTepe, XUIICHUH ) KIIMEHTOM YCTPONCTBA IO BO3MOYKHOCTH B
KpaTyalIuii CPOK MPETOTBPATUTH HECAHKITMOHUPOBAHHBIHN JIOCTYII K 3alUIiaeMoi nHpopmanuu, B
TOM YHCIIE:

- HE3aMeUIMTENIFHO COOOLIUTH CBOEMY OIIEpaTopy COTOBOM CBS3M O (hakTe yTparsl
ycTpoiicTBa u 3abmokupoBath SIM-kapTy;

- He3aMeJUIMTEeNbHO COOOIUTh O (akTe yTparhl ycTpoiicTBa OOILECTBY;

- HE3aMCIAJIUTCIIbHO CMCHHUTL BCC JIOTUHBI, ITIAPOJIU, SJICKTPOHHBIC KIIFOYX U IIPOIUC
CpezAcTBa ayTeHTU(UKALMK, TPU TOMOIIU KOTOPBIX OCYLIECTBISIICA AOCTYII C
YTPauyeHHOI'0 YCTPOUCTBA;

- 06paTI/ITBC$I B IIPpaBOOXPaHUTCIIBHBIC OPIraHbI.



3. B memsix KOHTpoJs KOH(PHUTypaluy yCTPOHCTBA, C UCIOIB30BAHUEM KOTOPOTO KIIMEHTOM
COBEpIIAIOTCS IEHCTBUS MO OCYLIECTBICHUIO (prHaHCOBOM oneparuu, OOLIIEeCTBO pEKOMEHAYET:

3.1 VYcTaHOBUTH COOTBCTCTBYIOLICC ITPOTrPaMMHOC 06GCHC‘-I€‘HI/IG, B TOM YHUCIJIC:
- HCIIOJB30BaThb TOJBKO JUICH3NOHHOC IPOIPaMMHOC O6€CH€‘I€HI/IC;

- CBOEBPEMEHHO YCTaHABIHMBATH U3 OUIIHAIBHBIX HCTOYHUKOB JOCTYITHBIE OOHOBICHUS
MIPOTPaMMHOTO OOECIICYCHUS U OTIEPAITMOHHON CHUCTEMBI;

- 3arpyx)arb U yCTaHaBJIMBATb IPOTPaAMMHOC o0OecIieueHre TOJIBKO U3 IMPOBCPCHHBIX
HCTOYHHKOB.

3.2 B nensix CBOEBPEeMEHHOTO OOHAPYKEHUS BO3ACHCTBUS BPEIOHOCHOTO Kofa O01ecTBO
pPEKOMEHAYET:

3.3 YcTaHOBHUTH COOTBETCTBYIOLIEE aHTUBUPYCHOE IIPOrpaMMHOE 00ecrieYeHre, B TOM YHCIIe:
- YCTaHOBUTb U3BECTHYIO (IIPOBEPEHHYI0) AHTUBUPYCHYIO 3aIIUTY:
- YCTaQaHOBUTH aBTOMaTHYECKOE OOHOBIIEHHE aHTUBHPYCHBIX 0a3;
- OCYILIECTBIISITh PETYJASPHBIA KOHTPOJIb AHTUBUPYCHOM 3aIlIUTHI.

34 CO6JIIO,Z[8.TB PCKOMCHAaINn HACTOAIMICH NaMSITKH II0 3aIlluTe I/IH(I)OpMaI_II/II/I.

BHUMAHMUE! Ilepenaua xkaptel nim ee pekBu3nToB, Jlormna, IIMH koxa, kona CVV2 nin
CVC2, yka3aHHBIX Ha 000POTHOIH CTOPOHE IVIACTHKOBOM KapTOYKH, NPeIHA3HAYEHHBIX 1JIs1
JAOCTyNA ¥ MOATBEP:KICHHs ONepauuii, Ipyromy Juny (B TOM 4Hcie padOTHUKY MHUKPO(HHAHCOBOM
OpraHM3anmMu) o3HadaeT, 4To Bbl mpegocraBiasiere BO3MOKHOCTH JAPYrMM JIMIAM HPOBOIMTH

onmepanuy 1mo caeram.

[Tpu m100BIX MOAO3PEHUSX HAa MOIIEHHUYECTBO CIIEAYeT He3aMeAUTENIbHO 00paTuThcs B baHK,
00CTyXKUBAIOIIHI Ballly TUIACTUKOBYIO KapTy MO0 HOMepaM TeledOHOB, yKa3aHHBIM Ha 0OOPOTHOM CTOpOHE

kapThl 1 Ha OdunmanpHOM caiite banka.



